HR 3635: Safe and Secure Federal Websites Act of 2013

Introduced December 3, 2013 by Rep. Kerry Bentivolio

e Requires federal websites that collect personally identifiable
information be reviewed by the Government Accountability
Office and certified secure for use by the Chief Information
Officer of the department.

e Requires complete end-to-end security test and a named
security leader

e Requires reasonable steps to minimize domain name confusion
to prevent phishing scams

e Requires background checks for employees with access to
sensitive information

e Requires ongoing security reviews

e Requires websites failing these criteria be taken off-line

(Healthcare.gov fails all of these criteria.)
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